


TLS Inbound Inspection

Like outbound-decrypt, but better.



Why do we need decryption?



What the firewall sees without decryption:
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What the firewall sees with decryption:
GET /classes/details?id=CS101; DROP TABLE STUDENTS; HTTP/1.1
Host: example.com
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:98.0) Gecko/20100101 Firefox/98.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Pragma: no-cache
Cache-Control: no-cache

HTTP/1.1 200 OK
Content-Encoding: gzip
Accept-Ranges: bytes
Age: 460608
Cache-Control: max-age=604800
Content-Type: text/html; charset=UTF-8
Date: Mon, 21 Mar 2022 23:54:11 GMT



Forward Proxy vs. Inbound Inspection
Forward Proxy (aka. Outbound Decrypt)

Inbound Inspection
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Outbound vs. Inbound
● CA cert must be installed on all devices

● Outbound decrypt requires constant tuning

● Not all site traffic can be decrypted

● Can’t decrypt devices you don’t control

● Protects user from themselves

● Certs installed on the firewall

● Configured once, updated occasionally

● All services you control can be decrypted

● Only need control of the server side

● Protects servers from outside attackers



How it works: Low-Level
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Inbound Inspection Requirements
● Valid public certificates for the servers you want to intercept
● An understanding of the TLS versions & ciphers currently in-use
● No client cert based authentication



Inbound Inspection Project Plan
1. Ensure that all decrypting firewalls are running PAN-OS ≥ 10.0.0
2. Get a list of all the services you want to decrypt
3. Identify any need for specific TLS versions or ciphers
4. Gather certificates for all services (or a wildcard if possible)
5. Import all certificates into the firewall
6. Create a decryption profile
7. Create decryption rules to decrypt inbound connections to those services
8. Validate that applications work as expected





Aside: TLS Details
● In TLS a client and server must agree on details of three algorithms

○ Key Exchange
○ Encryption
○ Authentication

● Key exchange allows the peers to determine a shared secret key
● Encryption obscures the contents of the stream to prevent eavesdropping
● Authentication makes sure that an attacker hasn’t tampered with the data
● There are lots of options for each
● Many options are insecure
● Future TLS versions are removing options to ensure security



Source: https://en.wikipedia.org/wiki/Transport_Layer_Security#Key_exchange_or_key_agreement

https://en.wikipedia.org/wiki/Transport_Layer_Security#Key_exchange_or_key_agreement


Source: https://en.wikipedia.org/wiki/Transport_Layer_Security#Cipher

https://en.wikipedia.org/wiki/Transport_Layer_Security#Cipher


Source: https://en.wikipedia.org/wiki/Transport_Layer_Security#Data_integrity

https://en.wikipedia.org/wiki/Transport_Layer_Security#Data_integrity


Source: https://caniuse.com/tls1-3

https://caniuse.com/tls1-3




1996, insecure

1999, insecure

2006, insecure

2008, okay

2018, best (requires PAN-OS ≥ 10.0.0)
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Troubleshooting
● Very similar to outbound decrypt
● Use Monitor → Logs → Decryption (only in PAN-OS ≥ 10.0.0)
● Look for the Error and Error Index columns
● Most likely an incompatibility with the TLS version/cipher
● Use packet captures & hardware counters

○ show counter global filter packet-filter yes delta yes



Q & A



Thanks for attending!

Questions: support@digitalscepter.com

Contact:   coleman@digitalscepter.com

Complaints:    zach@digitalscepter.com
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