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Common Operational Issues



Missing Traffic Logs

● The security policy does not have logging enabled

● If in Panorama, the rule is not configured to forward logs to Panorama

● Default logging is at session end and the session isn’t closed yet

● Silent Drops (traffic was dropped prior to security policy match)



Missing Traffic Logs



Missing Traffic Logs



Silent Drops

● Some reasons the firewall may drop traffic without generating a traffic log:
○ Zone Protection Profiles, PBP, DOS Protection
○ IP Block list
○ No route to destination
○ No ARP
○ Etc.

How do you find them?



Silent Drops

● > Show counter global filter severity drop
○ Optional parameters:

■ Delta yes
■ Packet-filter yes

● Threat logs (sometimes)



Packet Capture - Missing Packets

● Packet capture filters need to account for each direction of a particular flow
● NAT also needs to be accounted for
● Captures are done in four stages

○ Transmit
○ Receive
○ Firewall
○ Drop

These can be combined}



Packet Capture - Missing Packets

● Let’s review a scenario where we want to capture traffic for a host on our network:
○ Source: 10.1.1.1
○ Source NAT: 1.1.1.1
○ Destination: 8.8.8.8



Packet Capture - Missing Packets

Don’t forget to turn your packet capture off



Incomplete Traffic

● It is common to see traffic logs where the application 
shows as incomplete

● This means a TCP three way handshake either did 
not complete, or completed and then no other traffic 
was sent

● Often seen when remote server is not responding or 
the traffic is dropped upstream of the firewall



Incomplete Traffic

● Add the bytes received and bytes sent column in 
your traffic log view

● Bytes received = 0 means the firewall never received 
a reply (some caveats, but generally this is the case)
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Troubleshooting Tips



Transceivers

● New links not coming up? Check if the transceiver is supported using a few different 
commands The below examples are for slot 1 port 19. If you are on a fixed model, 
everything is slot 1:
○ show transceiver-detail ethernetx1/19
○ show system state | match sys.s1.p19.phy



ARP

● Layer 2 issues can be easily verified by utilizing commands on the firewall CLI
○ “show arp all” or “show arp <interface-name>”
○ ping source <interface-ip> host <host-ip>
○ test arp gratuitous interface <int-name> ip <ip-address>



ARP

● “show arp all” or “show arp <interface-name>”



ARP

● ping source <interface-ip> host <host-ip>



ARP

● Now we will run “show arp <interface-name>” again to see if we have a valid or 
incomplete arp entry



ARP

● The test arp gratuitous command will send a gratuitous ARP for the specified IP 
address from the specified interface. The IP address must be on the subnet of that 
interface
○ test arp gratuitous interface <int-name> ip <ip-address>



Duplicate IP Addresses

● System logs will show duplicate IP addresses



Slow HA Failover

● Some common reasons for slow HA failovers from the firewall side
○ Standby interfaces are set to shutdown
○ You are leveraging LACP, but the passive firewall is not configured to keep LACP 

interfaces up
○ Path monitoring timers



VPN Tunnels

● Clear vpn ike-sa
● Clear vpn ipsec-sa
● Test vpn ike-sa
● Test vpn ipsec-sa
● Tail follow yes mp-log ikemgr.log
● tail follow yes mp-log ikemgr-ng.log (PAN-OS 11.2+)



Decryption Errors

● ACC > SSL Activity > Decryption Failure Reasons
○ Can proactively check for domains failing to be decrypted
○ Choose to create exceptions, or leave them be if the domains are not required



Routing Problems

● Can check route table from GUI or CLI



Routing Problems

● Route table versus Forwarding Table
○ Route table will show all available routes
○ Forwarding table will have the best route that has been installed



Routing Problems

● Route table versus Forwarding Table



Routing Problems

● Watch for adjacency changes in system logs
○ Filter: subtype eq routing

● Consider email or snmp alerting on high and critical routing logs



Panorama > Managed Devices > Health

● This often overlooked feature of Panorama provides historical metrics similar to 
what you’d get from SNMP monitoring
○ Throughput
○ Session utilization
○ Connections per second
○ Dataplane/management plane utilization
○ Packet Buffer/Descriptor utilization
○ etc.



Panorama > Managed Devices > Health



Troubleshooting

● This feature lets you 
simulate traffic through 
the firewall to check for 
policy matches such as 
security, nat, pbf and even 
check routes and send 
pings/traceroutes–all from 
the GUI



“I can’t get to the website”

● Start in URL Filtering logs: Monitor > Logs > URL Filtering 
○ Get their IP Address
○ Query: addr.src in <users_ip> and url contains ‘digitalscepter.com’
○ Action allow? Application look right? Session end reason?

● If there are no logs
○ Can the user resolve the domain?
○ Are there policy denies from the user’s IP address to the internet? (in traffic 

logs)
● Check session end reason–sometimes everything looks ok, but session-end reason 

may clue you in to a problem



“I can get to this site, but it should be blocked”

● Start in URL Filtering logs: Monitor > Logs > URL Filtering 
○ Get their IP Address
○ Query: addr.src in <users_ip> and url contains ‘digitalscepter.com’
○ No log? The destination server may be using QUIC or ECH. If so, no URL logs 

will be generated for that traffic as PAN can not see the http request. Block 
QUIC and ECH and test again.

○ If log is there, check the URL Categories–if it’s not matching a custom category 
it may be how it’s formatted. For each URL you want 2 urls in your custom 
category. Using digitalscepter.com as an example you would have the following:
■ digitalscepter.com
■ *.digitalscepter.com

http://digitalscepter.com
http://digitalscepter.com
http://digitalscepter.com
http://digitalscepter.com


“I can get to this site, but it should be blocked”

● To block QUIC



“I can get to this site, but it should be blocked”

● To block ECH



©2025 Digital Scepter. All rights reserved. digitalscepter.com

Q&A
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Thanks for attending

● Digital Scepter can be reached at digitalscepter.com or via email at 
sales@digitalscepter.com 

mailto:sales@digitalscepter.com


sales@digitalscepter.com
(888) 299-3718

digitalscepter.com


